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Abstract. In this paper, we introduce the term “enterprise operating system” as 

the essential component of enterprise which supports its viability. We further 

explain its notion, and investigate its relevance for the enterprise. We consider 

enterprise to be a viable system, therefore, enterprise operating system should 

correspond with the viable system model. We also explore concept of distributed 

systems to compare them to the enterprise. 
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1   Problem statement 

Most enterprises operate in dynamic environment and constantly changing conditions. 

In order to keep existing, enterprises must adapt to the changes. However, in order to 

adapt, enterprises must comply with the following conditions [1]: 

1. Have mechanisms to monitor external environment for changes. In case any 

change which may potentially affect enterprise occurs, some internal adaptation 

mechanisms should be triggered. 

2. Have planning mechanisms. These mechanisms are responsible for resources and 

operations planning in order to comply with expected and natural environmental 

changes. 

3. Have mechanisms for critical situations prevention. This means that enterprise 

should have mechanisms responsible for forecasting negative environmental changes 

which may potentially lead to critical situations. Such mechanisms will ensure that 

necessary resources for overcoming critical situations are in place, and they will support 

internal adaptation mechanisms in their reaction for environmental changes. 

4. Have adaptation mechanisms. These mechanisms are triggered once 

environmental change affecting enterprise occurred, and they work in accordance with 

issue prevention mechanisms, if applicable. 

5. Coordination and control mechanisms. These mechanisms are responsible for 

coordination between other mechanisms and subsystems, and controlling their 

behavior. 

6. Have enterprise-wide policies regulating behavior of all other mechanisms and 

subsystems. Such mechanisms are ensuring that enterprise as a whole is following 

general rules of behavior and operation. 



However, often enterprises do not have some of these mechanisms, or are not aware 

of existence of such internal mechanisms, which prevents their effective usage. 

The problem statement for the thesis research can be formulated as follows: 

Enterprises do not have or not aware of the internal mechanisms responsible for 

enterprise operation and adaptation, which leads to ineffective or lack of adaptation at 

all, which in turn may lead to enterprise end of existence. 

The goal of the research is to create a methodology which will make enterprise self-

aware and ensure that all mechanisms necessary for enterprise operation and 

adaptation are in place. 

 

 

 

2   Proposed solution 

The solution requires to introduce the notion of Enterprise Operating System (shortly 

EOS) first: 

Enterprise operating system is the essential component of enterprise system that 

supports system’s basic functions, controls the way a system works, manages system 

resources and their allocation among actors to make it possible for them to function 

and work together, adapt to changes and recover after critical situations. 

“Essential component” means that the very existence and viability of an enterprise 

are dependent on its EOS. This question is elaborated in more detail in the next section. 

“System’s basic functions” in terms of the enterprise are those which related to the 

creation and delivering products to customers. This EOS function is implemented 

through mechanisms of workload distribution within the enterprise, authority, 

responsibility and competence distribution. “Controls the way a system works” means 

that EOS has controlling and monitoring functions like monitoring flawless execution 

of transactions, checking for consistency of states and transitions, monitoring 

compliance to action rules, monitoring indicators of enterprise operation and 

performance, ensuring governance, risk management and compliance mechanisms are 

functioning. ”Manages system resources and their allocation” means that EOS is 

responsible for ensuring resources (materials, tools, information, knowledge) are in 

place, and correctly and efficiently distributed within the enterprise. “Make it possible 

for them to function and work together” means that EOS is responsible for providing 

communication channels for actors, supporting mechanisms for authority delegation, 

resolving potential conflict situations, supporting teamwork. 

EOS per se is the full set of mechanisms ensuring enterprise operation, viability and 

adaptability. We consider every enterprise to have its EOS in some form. We also 

consider that there is the Universal Enterprise Operating System (UEOS), which 

includes all the mechanisms required for ideal and most efficient enterprise operation, 

viability and adaptability. 

The problem statement can then be reformulated in the following way: 

EOS does not include all required mechanisms of UEOS, which leads to ineffective 

or lack of adaptation at all, which in turn may lead to enterprise end of existence. The 



goal of the research is to create a methodology which will help to ensure EOS includes 

all required mechanisms from UEOS. 

In order to create and use the methodology, it is needed to: 

a) Create specification of UEOS. Such specification will be the reference for each 

enterprise to align their own EOS. 

b) Find the modelling method for EOS representation. In order to be able to work 

with EOS, it needs to be modelled in some way. 

c) Create the model of UEOS, which will be the reference model for each 

enterprise, using the modelling method defined. 

After aforementioned steps are completed, the methodology will be: 

1. Create EOS specification. 

In order to do that, authors propose to use the following procedure: 

1) Analysis of the ontological model of the enterprise. 

This step will help to quickly get high-level understanding of the 

enterprise processes and structure, and draw first ideas about EOS 

implementation of this particular enterprise. 

2) Interviewing enterprise representatives. 

These representatives can be enterprise owners, enterprise executives, 

enterprise managers, or any employees knowledgeable about enterprise 

processes and structure and who can contribute to the discussion. The 

proposal is to handle such interviews in the following way. First, explain the 

definition and notion of the EOS to enterprise representatives and check if 

their understanding is correct. Next, ask for their opinion about EOS 

implementation in particular case of their enterprise. After that, ask them to 

recall how changes and critical situations (both internal and external) were 

handled by this enterprise previously. 

3) Running series of case-study discussions with enterprise 

representatives. 

Continuing metaphor of operating system being applied to the enterprise, 

we can outline possible ways to explore EOS mechanisms. 

When user interacts with operating system of a personal computer, he/she 

does not see the operating system mechanisms and functions unless he/she 

tries to make changes to operating system environment or unless anything 

critical occurs with the system. Examples of changes to OS environment are 

installing or uninstalling applications and redistributing computing resources 

in case heavy computing workload is applied to the system - these are 

considered as internal changes to operating system state as they happen 

within OS, as well as changing hardware configuration of the personal 

computer (e.g. adding more system memory, and therefore, more resources 

are available for OS to distribute among tasks) – this type of changes is 

considered external to OS as it happens out of OS zone of control. Examples 

of internal critical events are memory access errors or failure of file system, 

examples of external critical events are hardware failures like hard drive 

failure or memory module failure, or power outages in electrical network 

which prevent personal computer from operation. The difference between 

changes to OS and critical events is their level of predictability – we consider 

predictable (expected) events as changes and unpredictable (unexpected) 



events as critical situations. The difference between internal and external 

events are level of control OS has – internal events are within OS zone of 

control, while external events are out of OS zone of control. Summing up, we 

can outline four types of events when OS mechanisms can be explicitly 

identified: internal changes, external changes, internal critical situations, and 

external critical situations. Other ways to understand OS mechanisms are 

either read OS specification or talking to OS developers directly, but usually 

such ways are not available for ordinary users. 

Authors of this paper state that the same can be applied to enterprise 

operating system. Considering EOS, examples of internal changes are: 

cutting resources, opening or closing a department, adding new 

responsibilities and more workload, authority delegation. As an example of 

external change we can take the seasonal cycles of business operation: e.g. 

flower industry in Russia has high seasons in spring and autumn with huge 

spikes for the beginning of the school year (the 1st of September), 

International Women’s Day (the 8th of March) and Victory Day (the 9th of 

May) and lower spike for the St. Valentine’s Day (the 14th of February), 

therefore, flower companies should make changes in their operation, having 

more resources during spring and autumn and significantly more resources 

for spikes described above. EOS should control all such changes when 

adjusting to business operation cycles. Examples of internal critical situations 

are the large number of workers leaving company unexpectedly, one or more 

executive officers leaving to competitor company, mass strike of workers. 

Examples of external critical situations are economic crisis, fire at one of the 

company’s plants, unexpected bankruptcy of main supplier or distributor. In 

case of EOS, the developers are enterprise owners and managers, and they 

are the users at the same time, so theoretically it might be possible to extract 

some EOS mechanisms from conversations with enterprise representatives 

and from ontological model of the enterprise 

In case (and most likely) there are very few real-life examples of 

enterprise dealing with changes and critical situations recalled in enough 

detail, it is needed to get required info by discussing synthetic case-studies. 

The idea is to synthetically model certain situations and explore enterprise 

behavior in these situations as enterprise representatives expect it to be. 

Authors propose the following examples of case-studies (the full list is being 

developed now): cutting 20% of workforce, 3 executive officers 

unexpectedly leaving to work for competitor company, internal 

reorganization, opening new department or business unit, closing one 

department or business unit, bankruptcy of main supplier (or other major 

failure in supply chain), bankruptcy of main distributor (or other major 

failure in distribution chain), economic crisis, one of the company plants or 

offices stop working for 2 days due to force-majeure, major breakdown in 

email server, and other possible situation depending on the enterprise 

specifics. 

2. Model EOS using defined modelling method. At this stage, enterprise will be 

made aware of its current EOS. 



3. Compare EOS model to reference UEOS model. At this step, it will be 

possible to identify the gaps in EOS. 

4. Propose changes to EOS in order for it to comply with UEOS. 

5. The last step would be to help enterprise to implement changes required for 

EOS to comply with UEOS. 

All these should lead to better organization of the enterprise in terms of its structure 

and processes. 

 

 

 

3   Existing work 

The notion of EOS is not new in the literature, however, notion of EOS is typically tied 

to the software implementation. For example, Guerreiro, van Kervel and Babkin define 

EOS as an Enterprise Information System, which controls the business transactions 

operation in an organization. [2; 3]. In contrary to that, our understanding of EOS is 

wider. In this work we follow view of Tribolet [4] on the enterprise as a semantic web 

of active servers (agents), either silicon based or carbon based, running “internally” 

their own apps and interacting “externally” through the web, in real-time. As long as 

enterprise is a web of servers, and servers are interconnected and communicating with 

each other, we can continue this metaphor and consider that enterprise has its own 

operating system, which we call EOS. 

Our work is also related to the notion of viable system which by definition is a model 

of the organizational structure of any viable or autonomous system. 

VSM considers an enterprise interacting with its environment [5, 13, 14] in two 

ways: 

• Operation – the primary functions where all basic works are being done (like 

production, distribution, etc.); 

• Metasystem - the secondary functions which support all units working together in 

an integrated way (accounting, scheduling, strategic planning, etc.) 

Figure 1 illustrates the basic VSM [13, 14]: 



 

Figure 1. VSM basic model. 

 

 VSM has five key systems, one at the Operation and four at the Metasystem 

(adopted from [1, 5, 13, 14]). 

We can find at the Operation: 

System 1 – Implementation / Operational Units 

Operational units where primary activities are done. The Operational units are 

responsible for producing the products or services. 

We can find at the Metasystem: 

System 2 - Co-ordination / Conflict solver 

The system responsible for stability/resolving conflict between Operational units 

and to co-ordinate the interfaces of its value-adding functions and the operations of its 

primary sub-units. 

Examples of the services in a complex organization that may come under System 2 

[15]: 

- Computer/ICT services 

- Documentation 

- Purchasing 

- Scheduling of common facilities 

- Safety and Security 

- Tax compliance 

- Training in existing practices 

System 3 – Control / Optimizer 

The system responsible for optimization/generating synergy between Operational 

units via a two-way communication between the Operation and the Metasystem. 

Management accounting, budgeting and production control are typical of functions 

provided by System 3 [15]. 



System 3* – Auditing 

This systems fulfills the need for an audit channel that can delve into detail without 

taking over and micromanaging. The financial audit is the most obvious example, but 

there could be an energy audit, a security audit, an IT compatibility audit, a study of 

customer complaints and others. Sporadic employee satisfaction surveys and needs 

analyses are other examples. [15] 

Taken together, the management functions of Systems 1, 2, 3 and 3* account for the 

as-is run time operations of the organization. Note that the only direct connection to the 

environment exists in the linkage between it and the System 1 operations. Note also 

that these are functions, not names on an organization chart. It is possible, even likely, 

that an individual could play a role in delivering a product or a service to a customer 

and in managing that operation. System 3 often includes representatives from 

management at System 1 and almost everyone enacts roles in System 2, at least by 

observing the protocols. [15] 

System 4 – Intelligence, Planning, Strategy and Adaptation 

The system responsible for the future plans and strategies and adaptation to a 

changing environment, it implements the two-way link between the Viable System and 

its external environment getting continuous feedback from the exterior and projecting 

the organization identity to the exterior. 

Recruitment, staff development, benchmarking, participation in trade shows and 

conferences, market research and lobbying are concerned with learning about and 

affecting the outside and future. Research and development, strategic planning, 

borrowing policies and marketing use that knowledge to make internal modifications 

to be ready for coming changes. [15] 

System 5 - Policy 

The system responsible to guarantee that the organization works as a whole making 

the policies and providing clarity about the overall direction, values and purpose of the 

unit. 

VSM scheme can be redrawn in the following way (Figure 2): 

 

 
 

Figure 2. VSM basic model - adaptation. 

 

Arrows mean information gathering flows, they are purposefully unidirectional since 

we are interested only on gathering information from the environment in order to 



understand how environment affects enterprise operation. Information gathering flow 

from System 1 to environment is important for System 1 only, while flow from System 

4 is crucial for the whole enterprise. 

Since System 5 defines policy for the whole enterprise, it is positioned vertically to 

touch every other System of VSM. 

The theory of distributed systems (in particular distributed operating systems) is 

applicable to our research, as long as enterprise is a web of servers, and servers are 

interconnected and communicating with each other [16]. The model of distributed 

systems (DS) is widely used in many spheres of business, enterprise organization and 

especially popular in operating systems development. The following principles of the 

distributed operating system design are described in the literature: 

• Transparency – this feature allows DS to transmit data in a transparent way, 

so user does not notice any difference comparing to the centralized (non-distributed) 

system;  

• Flexibility - providing a large set of higher-level services; 

• Reliability - the ability to prevent and recover from errors; 

• Efficiency – multifunctional system with the effectively distributed resources;  

• Scalability – the system can be scaled-out depending on the current needs. 

According to the examples in the literature [16; 17; 18; 19; 20; 21], we can extract 

the main features of DS: 

• System element roles and interconnect network channels are crucial for the 

system functionality, and therefore from the analysis and synthesis points of view; 

• The mechanisms for functions and resources distribution between the elements 

is typical for a DS; 

• Functions sharing and metasystems ensure the fault tolerance - failure of one 

node does not lead to a full crash of the whole system; 

• Parallelism and task-sharing controller - parallel data processing on several 

nodes simultaneously. This leads to the speeding up the system’s work. The program 

speed increases because of the parallelization, which is explained by Amdahl and 

Gustafson law. In addition, it helps the DS to support the concurrent work of several 

users; 

• Data and functions duplication. These features are implemented by e.g. the 

RAID usage for data storage or, for example, having a backup person for each 

employee, who is capable to cover some functions of the latter and is able to replace 

the person in critical situation; 

• Fault tolerance - DS reliability - multiple nodes’ failure insignificantly reduces 

productivity. 

All the characteristics above can be applied to the enterprise, considering it to be a 

distributed system. Here we can combine computing nodes and human resources, use 

different interaction models and assets. Within the enterprise, roles and resources can 

be distributed instead of the computing nodes. 

The study of Complex Adaptive Systems (CAS) is also relevant for this research. 

Enterprise can be considered as complex adaptive system [6, 7, 8, 9], because it 

complies with the specification of CAS: it consists of agents – employees – which has 

connectivity and dimensionality, it operates towards self-organization and emergence, 

it may have non-linear changes and non-random future, it operates in dynamic 

environment. Authors are now looking deeply into CAS theory to find more relevant 



ideas for current research. The theory or inquiring systems may also be relevant for this 

research [10], as well as the notion of Complex Adaptive Inquiring Organization, 

which, as shown by Kuhn [9], enterprise is. 

Control theory is also applicable for this research [11], since the concept of feedback 

loop is important for adaptation to the environmental changes. The concepts of 

microgenesis and macrogenesis [6, 7] are relevant because they help to create 

mechanisms for adaptation and recovery after critical situations. We plan to integrate 

some parts of Enterprise Dynamic Systems Control developed by Guerreiro [7], and 

GOD-theory developed by Aveiro [6]. The theory of autopoiesis developed by Varela 

and Maturana [12] may be also applicable given the nature of the enterprise, but no 

further exploration has been done yet. The concept or real-time steering of the 

enterprise, discussed by Pascoa [8], may be relevant for exploration of some adaptation 

mechanisms like environment monitoring mechanism, control mechanism and planning 

mechanism. This idea is to be further developed in later research. 

 

 

4   Current state of the research and future plans 

Currently research is in its initial phase. Authors are examining different theories as 

was highlighted in section 3. Viable systems theory is being examined in more detail 

as it is considered to be the key part. 

Based on the literature review [13, 22; 23; 24; 25; 26; 27; 28], the proposal to extend 

VSM is being made. 

The proposal is to explicitly specify Immune System, Language, Competence, Tools 

and Sensors/triggers. 

1. Immune System 

The set of deep crucial mechanisms which can intervene into any System’s operation 

and make changes to Systems in the situation of crisis. On one hand, such mechanisms 

are created by S3, S4 or S5, but on the other hand they can change parent System. 

Examples within enterprise: 

- Board of Directors of a company 

- Shareholder meeting 

- Legal attorney can veto any activity if it contradicts with the law 

2. Language 

Everything which helps enterprise members (including VSM Systems) to communicate 

and understand each other. Based on the literature review, it is needed to explicitly 

specify: 

a) Communication channels – ways, format and media for communication. 

Examples of defined communication channels may be: 

- Meeting minutes should be sent via email 

- Interview with job applicant should be done either face to face or via phone 

b) Shared vocabulary – enterprise (and departments within enterprise) may have 

certain specific terms for certain specific things. It is highly important that 

communicating subjects are sharing the same vocabulary. 



Examples: 

- Specific terms for yearly performance review sessions with managers 

- Specific terms for the level of employee on the career ladder (e.g. junior 

engineer – engineer – senior engineer – principal engineer) 

c) Context – understanding of the meaning of the message is dependent on the 

context. It is important to explicitly define context for certain communication channels 

and information flows. 

Examples of the importance of context: 

- Term “BMC” may mean “Baseboard Management Controller” for hardware 

engineer, while for manager it may mean “Business Model Canvas” 

3. Tools 

It is important to explicitly specify hardware and software tools which enhance 

communication by making it faster, more efficient, and/or secure. 

Examples: 

- Access to corporate email from mobile devices (faster communication) 

- VPN connection to corporate network assets (more secure communication) 

4. Competence 

Literature review shows that individuals are not taken into account when using standard 

VSM, while people are the essential part of every enterprise. One of the main attribute 

of employees from employer’s perspective is their competences [29; 30; 31; 32; 33]. 

Review in [34] shows that competences are not explicitly considered in enterprise 

engineering field of research as well. The proposal is to add explicit specification of 

competences to the extended VSM. Using terms from the Four Stages of Competency 

model [35], the goal is to make enterprise consciously competent about its employees 

and about itself. 

5. Sensors/triggers 

We want to replace and extend the notion of homeostat by explicit specification of: 

Sensors – mechanisms for information gathering and state monitoring. 

Triggers – thresholds for sensor values and reactive actions for thresholds violation. 

Importance of sensors is highlighted in [11], where authors state that sensors are crucial 

for the system to be observable. In order to be controllable, system must be observable 

and have mechanisms which react on certain sensor outputs – i.e. triggers are necessary. 

Having sensors and triggers is a mandatory condition to steer the organization.  

Example: 

Sensor: regular monitoring of governmental legislation for changes which may affect 

enterprise operation. 

Trigger: if there is a new legislation which may affect enterprise operation, legal 

department must review it and propose respective changes to comply with new 

legislation. 

Comparison between viable systems and distributed systems has been made to 

understand similarities and extend each other. We try to apply the VS features to the 

DS to make it more stable and adaptation capable. Let’s project the five VS levels to 

the DS.  

At the level 1 – Operations – we can locate DS objects, nodes, primary computing units. 

Each unit controls general interactions in accordance with its scope. At this level the 

system has an ability to interact with external agents in terms of general scope – sales, 

supply chain, services, etc. and also interconnects with the upper system levels. Level 



2 – Coordination – the information flows between nodes with no dependence on the 

exact object location. It is the information exchange in terms of providing invariants 

during parallel computation, that can be a domain controller or any additional 

infrastructure helping to the main system – finance department, HR, legal, etc. This 

level assumes internal iterations. Level 3 – Optimization – controller nodes initiate 

services improvement and internal audit (level 3*). That can be arranged as a checksum 

gathering or periodical state message exchange provided by the managing node. 

Moving to level 4, we can see that in general meaning the DS doesn’t have this level 

explicitly. Thereafter the level 5 is also not explicitly presented due to the lack of nodes 

(or agents) in the DS capable to conduct such ontological tasks as strategic planning 

and policy development. However, these two levels provide the stability and adaptation 

mechanisms that can extend the DS and make it more sustainable in the dynamically 

changing environment. 

We can model the DS in accordance to the five VSM levels and see how it can help to 

improve the DS structure. To do that we need to apply level 4 and level 5 concepts to 

the DS model. 

Level 4 is an anticipation of change caused by external environmental disturbances and 

can be built-in as a strategic planning stage. We need a special interface to communicate 

with external agents. It may be implemented using a set of sensors, monitoring the 

external data flow change and getting information from the outer share points and 

information hubs. For an enterprise, we suggest a practice of feedback collection from 

the external agents on each level – first of all – customers and any third party agents 

dealing with the system. This practice may help to understand the reason for any system 

fluctuation and act accordingly. At this level a controller node gathers data from the 

external sensors and use it for further planning and strategy development. Data are 

stored to make an analysis and perform calculations to see current trends and outline 

the policy changes required for the system adaptation. At this level the responsible 

agent conducts the strategic planning after the complete data analysis. Strategic 

planning is an ontological act, so building the levels 4 and 5 of the viable DS we need 

to include an agent capable for decision-making into the DS structure. Accordingly, DS 

requires a human being to be integrated to the system, because as we mentioned above, 

only human being can be capable to deal with ontological tasks due to the responsibility 

concerns and its exclusive cognitive abilities. 

At the level 5 responsible agents implement appropriate changes into the system 

stricture to improve the system and adapt it to the external changes.  

A combination of exercises included in the level 4 and 5 are implied with the certain 

intervals. Namely, statistics gathering and data monitoring are the regular actions – 

appropriate actors make an analysis based on the complete and relevant data to be able 

to react in a timely manner and be prepared to prevent crisis situations. Actions of the 

level 5 should be applied when the necessity for policy changes occurs, according to 

the strategic planning outcomes on the level 4. 

Thus, applying proposed changes we result in the DS which has the full set of functions 

and resources distributed between multiple nodes with no dependence on the exact 

location, at the same time this system as able to adapt to the dynamically changing 

environment and react to the external signals. 

This example shows that the viable DS is more sustainable due to the adaptation 

mechanism. Getting an interface for gathering information from external environment, 



DS becomes inseparably related to the external environment, gets an orientation 

mechanism and receives a viable data. Adding new type of agents responsible for the 

decision-making to the DS enables the mechanism to operate with the information from 

the ontological sources. 

Currently authors work on the real case in order to specify EOS of one business 

group within large enterprise. It should give better understanding of which mechanisms 

are part of EOS and which are not, and it should lead to first draft of UEOS 

specification, as well as should help to choose good modelling method for EOS. The 

case is not ready to be published yet. 

Future plans include: 

1. Study CAS theory, theory of inquiring systems, notion of Complex Adaptive 

Inquiring Organization, control theory, concepts of microgenesis and macrogenesis, 

and autopoiesis theory in more detail in order to find the links between them and viable 

systems theory, and to understand what may be applicable for the notion of EOS. 

2. Finishing the real case exploration. The results are planned to be published. 

3. Based on the case results, stakeholders’ feedback, and further theory exploration, 

the draft of UEOS specification will be created. 

4. Based on the case results and stakeholders feedback, the modelling method for 

EOS should be chosen. It may be based on DEMO models with some enhancements. 

5. Having modelling method and draft of UEOS, this draft will be validated on the 

second real case. After that some adjustments may be needed for both modelling 

method and UEOS specification, as well as for the overall methodology. 

 

 

 

 

5   Conclusion 

The research is still in its initial phase. Comprehensive review of viable system 

approach and model has been done, as well as review of complex adaptive systems 

theory and inquiring systems theory, in addition to initial exploration of other areas 

such as control theory, concepts of microgenesis, macrogenesis, and autopoiesis. While 

deeper investigation of mentioned concepts is already planned, it will be valuable to get 

additional feedback from the enterprise engineering community about which areas to 

focus on in order to have better picture of EOS concept, and its specification as well as 

implementation. Deeper review of VSM with proposal to extend it has been done. 

Comparison between viable systems and distributed systems has been done. 

On the positive side, real case is under development now, and valuable insights are 

expected as a result of this case exploration. 
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