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1 Introduction

Auditing is defined as a systematic and independent examination of data, state-
ments, records, operations and performances (financial or otherwise) of an en-
terprise for a stated purpose. In any auditing situation, the auditor perceives
and recognises the propositions before him for examination, collects evidence,
evaluates the same and on this basis formulates his judgment which is commu-
nicated through his audit report [1].

The nature of the propositions which an auditor is called upon to review
varies. Thus an auditor may review the financial statements of an enterprise to
ascertain whether they reflect a true and fair view of its state of affairs and
of its working results. In another situation, he may analyse the operations of
an enterprise to appraise their cost-effectiveness and in still another, he may
seek evidence to review the managerial performances in an enterprise. In yet
another type of audit, the auditor may examine whether the transactions of an
enterprise have been executed within the framework of certain standards of fi-
nancial propriety[1]. Another type of audit, the auditor may examine whether
the enterprise implemented controls related to information security or quality
management. The purpose is then to give an opinion on the adequacy of con-
trols (financial and otherwise) within an environment they audit, to evaluate and
improve the effectiveness of risk management, control, and governance processes
[2]. The focus of this dissertation is on operational continuity of an enterprise.
The continuity aspect of an enterprise is often one of the components of the
mentioned type of audits as described here above.

Internal auditors work within an organisation and report to its audit com-
mittee and/or directors. They help to design the company’s organisation and
help develop specific risk management policies. They also ensure that all policies
implemented for risk management are operating effectively. The work of the in-
ternal auditor tends to be continuous and based on the internal control systems
of a business of any size. External auditors are independent of the organisation
they are auditing. They are responsible to the owners of the company which
could be anybody from its owners to the shareholders to the government or
general public. In this dissertation we aim to develop a toolbox that helps to
design an adequate audit approach. A toolbox may sound a bit ’practical’ to the
reader, however we would like to emphasize that the tools that we develop in
this dissertation will be based on fundamental theories and scientific approaches.
The toolbox can be used by both internal and external auditors.

As the title of this dissertation reveals and as described in the sections here
above, we focus on operational continuity of enterprise. In other words, we focus
on the critical elements that are required for the functioning and continuity of an
enterprise. Operational continuity is also known as business continuity. Business
continuity encompasses the three key elements: 1. Resilience: critical busi-
ness functions and the supporting infrastructure are designed and engineered in
such a way that they are materially unaffected by most disruptions, for example
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through the use of redundancy and spare capacity; 2. Recovery: arrangements
are made to recover or restore critical and less critical business functions that
fail for some reason. 3. Contingency: the organization establishes a generalized
capability and readiness to cope effectively with whatever major incidents and
disasters occur, including those that were not, and perhaps could not have been,
foreseen. Contingency preparations constitute a last-resort response if resilience
and recovery arrangements should prove inadequate in practice. The focus of
this dissertation is on auditing the Information Technology (IT) component of
operational continuity. IT-auditing is an integral part of organisation auditing
[3]. The significance of information and IT is all around us in every aspect of
business and public life. The need to drive more value from IT investments and
manage an increasing array of IT-related risks has never been higher [4]. Ac-
cording to Hardy [4], business executives and managers realise that IT does not
exist on its own; it is an integral and key part of business change and business
process. As sponsors and users, they are taking ownership and making organisa-
tional changes to create a more effective structure for overseeing and monitoring
IT-related goals and issues.

IT controls continue to increase in importance to organizations because cor-
porate reliance on technology increases and compliance requirements increase.
As a result, deficiencies in IT controls can have a significant impact on the en-
terprise. As Harvy stated[4], IT does not exist on its own, IT is integrated in
almost every Enterprise process. As a result, IT-auditing is an emerging profes-
sion that receives increasing attention and is playing an increasingly important
role. A prerequisite for an (IT) auditor is to have a good understanding of the
audit object (an object can be a system, process that is subject to the audit)
and its environment. This has led to specialisation in the IT audit profession.
An example is the specialisation of IT auditors on Enterprise Resource Plan-
ning (ERP) Systems. Another example that illustrates that IT auditors need to
have a good understanding of the environment is the focus of IT auditors on an
industry such as telecom or energy. Although IT auditors have a specialisation
in specific systems, techniques and environments, the increasing organisational
and technological complexity demands that IT auditors are able to reduce this
complexity and identify the significant parts relevant to the audit.

The remainder of this dissertation is organised as follows. The following sec-
tion (2) will elaborate on why we need enterprise engineering to gain a better
understanding of complex organisation. We will given an overview of the pro-
cess how an IT audit is designed and what standards are used in section 3.
Next section (4) the research objectives and questions of this dissertation are
explained. In section 5 we will elaborate on our research approach and how we
use the Design Science Research Methodology (DSRM). In section 6 we address
the scientific an societal relevance and in section 7 we will explain the planning
and relevant literature we will explore on the short term. Finally in section 8.1
we will elaborate on the executed exploratory studies which will give the reader
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an idea of the direction of this dissertation and section 9 gives an overview of
the published work so far.

2 Enterprise Engineering

Weinberg [5] explains why we need systems thinking for understanding enter-
prises and software systems by means of Figure 1. Region I, ’organized sim-
plicity’ comprises machines, or mechanisms. In this area complexity as well as
randomness is low and the behavior of every element can be predicted using an
analytical approach. Region II, ’unorganized complexity’, comprises populations,
or aggregates. In this region the amount of randomness is high enough to rely
on averages. This justifies taking a statistical approach for making predictions.
In region III, ’organized complexity’, we face a problem with both the analytical
and the statistical approach, because we are dealing with medium numbers. In
this region we find too much complexity for analysis and too much organiza-
tion for statistics. Weinberg calls this ’yawning gap in the middle’ the region of
systems. He proposes to take a systems thinking approach for dealing with the
organized complexity as found in modern enterprises.

Fig. 1. Medium numbers of organized complexity [5]
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The emerging field of Enterprise Engineering [6] is grounded on systems
thinking. It aims at combining (relevant parts from) the traditional organisa-
tional sciences and the information systems sciences, and to develop emerging
theories and associated methodologies for the analysis, design, engineering, and
implementation of future enterprises [7]. Enterprise Engingeering is built on the
following three foundational pillars: Enteprise Ontology, Enterprise Architecture
and Enteprise Governance. Each of these fields has the following defined goal:

1. Intellectual manageability - In order to bring about organisational changes,
one needs to have insight and overview. This implies a well devised system-
atic reduction of complexity (Enterprise Ontology).

2. Organisational concinnity - For an enterprise to be coherent and consistent
whole, its parts must be arranged in a skilful an harmonious way. This implies
well devised design (Enterprise Architecture).

3. Social devotion - EE takes a human-centred view on enterprises. This im-
plies a well devised distribution of authority and responsibility (Enterprise
Governance).

3 Design of an IT audit

In this dissertation we strive to develop tools that help an IT auditor to design
an audit based on rigorous methodologies to create a design that is focused on
the significant risks of the audit object. A tool can be for example guidelines,
methods, methodologies or best practices. The exploration of required tools to
design an IT audit in a structured way is part of the dissertation.
In order to carry out an audit criteria are defined. On the basis of these criteria,
the auditor gathers information and evidence to form an opinion about the sub-
ject matter (i.e. target of the audit). In practice, criteria developed by an auditor
are based on best practices. The composition of this list is dependent on the au-
ditor’s knowledge and experience. One is not sure whether all necessary criteria
for assessing a ”target of the audit” have been taken into account[8]. The Interna-
tional Auditing and Assurance Standards Board R©(IAASB R©) is an independent
standard-setting body that serves the public interest by setting high-quality in-
ternational standards for auditing, assurance, and other related standards, and
by facilitating the convergence of international and national auditing and as-
surance standards. The IAASB has defined standards that include requirements
regarding the design of criteria. The ISAE 2000 (2003)[9] (an IAASB standard)
requires that criteria used to evaluate a subject matter need to be suitable. The
consequences of applying unsuitable criteria are that:

– IT auditors can face difficulties in performing audits,
– the gathered information may seem to be insufficient, and consequently
– the IT auditor can encounter audit risks. These elements affect the reliability

of the evaluation.
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These consequences indicate that only criteria should be used which satisfies
definite requirements.
The ISAE 2000 (2003)[9] distinguishes two kinds of criteria:

– Established - These types of criteria are embodied in laws or regulations or
are issued by recognized experts;

– Specific - These types of criteria are developed for the purpose of the engage-
ment and they are consistent with the objectives of the engagement.

Furthermore, the ISAE 2000 (2003)[9] mentions a set of five quality charac-
teristics regarding assessment criteria, which are:

1. Relevance - relevant criteria contribute to conclusions that meet the objec-
tives of the engagement, and assist decision-making by the intended users;

2. Completeness - criteria are sufficiently complete when relevant factors that
could affect the conclusions in the context of the engagement objectives
are not omitted. Complete criteria include, where relevant, benchmarks for
presentation and disclosure of the subject matter;

3. Reliability - reliable criteria result in reasonably consistent evaluation or
measurement including, where relevant, presentation and disclosure of the
subject matter, when used in similar circumstances by similarly qualified
practitioners;

4. Neutrality - neutral criteria are free from bias; and
5. Understandibility - understandable criteria are clear and comprehensive

and are not subject to significantly different interpretation.

In this dissertation we will follow the requirements for criteria as set by the
IAASB.
Figure 2 provides a schematic overview that shows the relation between risk as-
sessment, control objective design and control or criteria design and implemen-
tation. The terms control and criteria are interchangeable and are used both in
different relevant literature. From now on we will use the term control. To design
controls that fulfill the five quality characteristics as mentioned here above, one
should start with a risk assessment. We adopted the risk assessment as described
in the ISO27005:2008 [10]. The relevant elements for this dissertation are shown
in the box risk assessment in figure 2. Risk assessment determines the value of
the information assets, identifies the applicable threats and vulnerabilities that
exist (or could exist), identifies the existing controls and their effect on the risk
identified (risk identification), determines the potential consequences (risk
estimation) and finally prioritizes the derived risks and ranks them against the
risk evaluation criteria (risk evaluation) [10].
Based on the risk assessment control objectives and underlying controls are de-
fined to mitigate the risks. This cycle repeats usually on a yearly basis within
an enterprise or more often if there is a reason to due to for example signifi-
cant changes in the environment of the enterprise (i.e. extreme increase in cyber
attacks) or within the enterprise itself (i.e. merging or splitting of parts of the
enterprise).
It should be clear to the reader that the risk assessment is an essential part
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to fulfill the five quality characteristics in the design of controls. Especially the
criteria relevance and completeness rely heavily on the adequacy of the risk as-
sessment for which a good understanding of the environment, enterprise and the
subject matter is required.

Control objective design 

Risk assessment
Risk identification

Risk analysis

Risk evaluation

Control design and implementation

M
o

n
ito

ring an
d

 review
 o

f risks

Fig. 2. Risk assessment, control objective and control design cycle

It is the IT-auditor’s responsibility to assess the suitability of the criteria
prior to the start of the audit. To be able to say something about how suitable
the criteria are, one needs to have a very good understanding of the enterprise,
its environment and the subject matter. In our opinion methodologies based on
systems thinking (as described in section 1)can help to gain this understanding
and to assess the suitability in a precise manner.

4 Research Objectives and Questions

IT auditors, like other professionals, often make decisions based on gut feeling
and experience, better known as professional judgment. Relevant experience that
underlies professional judgment is necessary (a minimum requirement) to per-
form IT audits. However, in our opinion additional tools based on rigor method-
ologies that help the IT auditor to design an audit are necessary to cope with the
challenges as described in previous sections (increase importance of IT controls
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due to higher reliance on technology and an increase of compliance require-
ments, the need of systems thinking for understanding enterprises and software
systems). Our main objective is to develop a set of tools (e.g. guidelines, meth-
ods, methodologies, best practices) that enable practitioners to design their audit
approach in a structured manner. These tools will enable IT auditors to reduce
organisational complexity and perform more efficient and more effective audits.

In section 2 the three EE pillars: 1. Enterprise Ontology (EO), 2. Enterprise
Architecture and 3. Enterprise Governance were summarized. The focus of this
dissertation is in the first place on the reduction of organisational complexity
and therefore our current focus is to what extent the notions of EO can help us
to achieve this objective.
The notions of Enterprise Ontology provide a firm theoretical basis for reaching
our objective. The first notion encompasses that the organization of an enter-
prise is the layered integration of three aspect organizations: the B-organization,
the I-organization, and the D-organization [11]. By the realization of an enter-
prise is understood the thorough integration of these aspect organizations [11].
By implementation is understood the making operational of the organisation’s
realization by means of technology [11].
This leads to our central research question:

How can we construct IT audit tools on the pillars of Enterprise Engineering
to create an audit design that is structured, repetitive and adequate and that

will support an effective and efficient audit?

In order to answer this central question we have formulated the following
subquestions:

1. What are the requirements for an adequate audit design?
2. What are suitable audit criteria and how can these be developed based on

EO theory?
3. What aspects of the B-,I- and D-organization need be specified in order to

define a clear audit object and clear audit scope?
4. What are the requirements of the audit tools to create an audit design that

is structured, repetitive and adequate?
5. How can the notions of Enterprise Engineering be used to to develop tools?
6. Which notions (of Enterprise Engineering) are useful to develop such tools?
7. How can we bridge the gap between implementation independent (ontologi-

cal) and the implementation of transactions?

5 Research Approach

The goal of Information Systems (IS) research is to produce knowledge that
enables the application of information technology for managerial and organiza-
tional purposes [12]. Hevner et al. (2004) and March and Smith (1995) introduce
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two distinct paradigms: behavioral science research and design science research.
The former is understood as a problem understanding paradigm, the latter as a
problem solving paradigm [13, 14]. In the IS research field we come across the
same distinctions.
The proposed research approach in this dissertation is based on the Information
Systems Research Framework that is shown in figure 3[15]. The framework shows
three columns. The environment is described in the leftmost column, which in-
cludes the goals, tasks, problems, and opportunities that define business needs
as they are perceived by people within the organization. The middle column de-
scribes how design science research is conducted in two complementary phases.
Behavioral science addresses research through the development and justification
of theories that explain or predict phenomena related to the identified business
need. In contrast, design science addresses research through the construction
and evaluation of artifacts designed to meet the identified business need. The
right-hand column contains the knowledge base. It provides the raw materials
from and through which Information Systems research is accomplished. The
knowledge base is constituted of foundations and methodologies. Methodolo-
gies provide guidelines used in the justify/evaluate phase. Rigor is achieved by
appropriately applying existing foundations and methodologies.

Fig. 3. Information Systems Research Framework [15]

In our dissertation we follow the Design Science Research Methodology
(DSRM) process model of Peffers et al. [16] that is shown in figure 4. The
DSRM is based on seven papers about design science research including the pa-
per describing the most widely accepted framework for design science research
proposed by Hevner et al. (2004) [12, 15] that is shown in figure 3. The process
model shows the steps involved in design science research, viz. identify problem
and motivate, define objectives of a solution, design and development, demon-
stration, evaluation, and communication. Also, the figure shows that we have
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four possible entry points: problem-centered initiation, objective-centered solu-
tion, design and development centered initiation, and client/context initiation.

For the design of the IT Audit Design Toolbox (IT ADT) we take a problem-
centered initiation as our research entry point and we follow the nominal se-
quence as indicated in figure 4. Our theoretical basis for designing the IT audit
design toolbox is the Ψ -theory. The main artifact created from this research is
the IT ADT. As said before, the IT ADT consists of several tools, where each
tool can be seen as a separate artifact. For the IT ADT we take an Objective-
Centered Solution as entry point and follow the nominal sequence from the De-
fine Objectives of a Solution step until the Evaluation step. For each single tool
we take a Design & Development-Centered Initiation as entry point and follow
the nominal sequence from the step Design & Development until the Evaluation
step. At the current state of this research we have not a complete overview of
the tools in the IT ADT. The determination of the full set of tools is part of
this dissertation. Therefore we will elaborate on the steps of the Design Science
Research Methodology of the main artifact: the IT ADT as a whole.

Problem identification and motivation
Factors such as the fast development of technology, changing law & regulatory
and increasing reliance (of society, companies, citizens) on Information Systems
(IS) result in challenges in the IT audit profession. These factors result, on
one hand, in a higher labor load within organisations because they need to
be in control of their business and on the other hand it forces IT auditors to
understand the impact of these factors on organisations, which are in general
complex systems themselves. Furthermore, the extent to which IT audit methods
are well founded is very limited. IT audit methods are mainly based on best
practices and choices are based on professional judgement. In order to reduce
the load on organisations and increase the quality of IT audits, well founded tools
that will help the IT auditor to reduce organisational complexity and perform
more efficient and more effective IT audits are required.

Objective of the solution
The objective is to develop an IT audit design toolbox that includes (but is not
limited to) methods, methodologies and modeling techniques that can be used
to design an adequate IT-audit approach.

Design and development
The main artifact is the IT ADT that includes several tools, the tools individually
are (sub-) artifacts as well. In this step the required tools will be determined and
prototypes are developed.

Demonstration
After developing the proof-of-concept prototypes of the tools, we will test the
artifact internally with experts and, where possible and appropriate, on client
cases.
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Fig. 4. Design Science Research Methodology (DSRM) Process Model [16]



12

Evaluation
In the evaluation step we verify in case studies whether professionals (field ex-
perts, IT auditors) agree that use of the IT audit toolbox leads to an IT audit
design that contributes to more efficient and more effective IT audits. In the case
studies we use semi-structured interviews because we do not want to structure
the interviews completely to give the interviewees the chance to elaborate on
what they think is important. We do not only use our case studies for evaluation
the IT audit toolbox, but also to derive new ideas from practice that can lead
to improvements to the toolbox.

All in all, our research aims at producing one main artifact, namely: an IT-
audit design toolbox that supports IT auditors to design their audit. We will
derive the tools inside the toolbox from theory (deductive evaluation approach)
and best practices (inductive evaluation approach) and evaluate it in practice.

Communication In the final step of the process we will publish articles with the
result of the main artifact (IT ADT) and the sub-artifacts (tools). Furthermore
we will develop courses to educate IT auditors how to work with the IT ADT.

6 Scientific and societal relevance

As indicated in the introduction, section 1, of this dissertation we explained that
the tools that will be created as an artifact of this dissertation can be used by
internal and external auditors to create an audit design focused on operational
continuity that is structured, repetitive, adequate and that will support an effec-
tive and efficient audit. The fact that this result should lead to a more effective
and efficient audit will reflect positively on the reporting to shareholders, audit
committees and directors of an enterprise which indicates the societal relevance
of this dissertation. Regarding the scientific relevance of this dissertation, we
will discuss the contribution of applying the notions of Enterprise Engineering
to audit discipline and how we can bridge the gap between implementation in-
dependent and the implementation of actors and transactions.

7 Planning and relevant literature

7.1 Planning

The time frame of this PhD covers four years. Starting in October 2014 and
ending with the final dissertation in October 2018. On a high level the current
schedule is as follows: in 2015, 2016 and 2017 each year one case study is per-
formed. The results of these case studies will be captured in an academic article
and a business article. The last year, 2018, we will focus on gathering all results
and writing the final thesis.
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7.2 Relevant literature

For the short term (this calendar year) the following literature is on the list to
explore how ideas and thoughts can be used and adopted in this dissertation.
This list is not exhaustive!

1. A Method for Enterprise Ontology based Design of Enterprise In-
formation Systems - J. de Jong[17]. This work elaborates on the mod-
eling of the ontological I and D-organization. The results of this thesis will
probably help to address subquestion 4 of this dissertation: What aspects of
the B-,I- and D-organization need to be specified in order to define a clear
audit object and clear audit scope? And to address subquestion 7: How can
we bridge the gap between implementation independent and the implemen-
tation of actors and transactions?

2. Ontology driven Enterprise Information Systems Engineering -
SJH van Kervel[18]. This work elaborates on the use of ontology to drive
the engineering of enterprise information systems. Unknown what the pos-
sible contribution of this work to this dissertation could but one of the re-
viewers of this proposal pointed out that this thesis could be relevant to the
topic of this dissertation.

3. Model based development of Audit Terms of Reference: a struc-
tured approach to IT auditing - W. Tewarie [8]. This work elaborates
on the development of controls for IT auditing specifically. The (in our view)
most significant part: the risk assessment that should be the fundament or
rationale of the controls to develop is out of scope of this thesis. However, the
relation of this work to this dissertation would be the extensive evaluation
on current used good practices and the structure of control frameworks.

4. Various work related to good practices for IT auditing - S. De
Haes, W. Grembergen Both authors have published articles and books
about good practices that are used in IT auditing and IT governance in the
past years that are relevant to explore for this disseration.

8 Exploratory studies

In 2014 we have finished one exploratory study at a Payment Service Provider
where we applied the notions of EO to design an audit approach of which we will
write a business article. Currently (May 2015) we apply the notions of EO to: 1.
Gain an understanding of the enterprise, environment and subject matter and
2. to support a risk assessment and 3. how the output of the risk assessment can
guide the design of a control framework (a control framework includes control
objectives and underlying controls). Both cases are elaborated in this section.
These exploratory studies are included in this proposal because we think this
will lead to constructive and useful discussions during the doctoral consortium.
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8.1 Exploratory study - Payment Service Provider (2014)

In the past year we have performed an exploratory study in order to gain a
sense whether our ideas of applying EO principles would be beneficial to de-
sign an audit approach. We have modeled the B-, I- and D organisation of a
Payment Service Provider (PSP), that processes approximately 800.000 success-
ful transactions a day. The PSP requested us to assess whether their control
framework covers all significant risks. We proposed and executed an approach in
which we modeled the layered B-, I- and D organisation and mapped/plotted the
controls from the control framework on the transactions in the Actor Transac-
tion Diagram (Construction Model) based on written procedures and additional
interviews. From this exploratory study we noted the following:

1. The ATD gave insight in the process interfaces of which a majority was
not described in the process descriptions. We concluded that a number of
the missing interface descriptions contained risks for which no mitigating
controls were defined.

2. That a number of key-responsibilities were not clear defined within the or-
ganisation.

3. The controls that were already defined by the organisation covered most
of the risks on the ontological transactions, however, based on the ATD
with the mapped controls on the transactions we could easily identify the
transactions where no control(s) were in place. This enabled us to have
structured interviews about these transactions and assess whether additional
controls were required.

4. Last, but certainly not least, we concluded that there were major risks on
the implementation/realisation of transactions. These risks were initially not
identified on the ontological (essential / implementation independent) level
but were identified after corroborative inquiry with specialists in the organi-
sation on how the transactions were implemented. A major outcome is that a
particular ontological transaction had multiple implementations. An exam-
ple of this is that there were three software applications in place to support
the core payment service operations (that was partially due to unsuccess-
ful software transition projects). Due to the different implementations there
was no uniform process for a single (or a tree of) transaction(s). We finally
identified this as one of the major risks.

Our observations of this exploratory study give us interesting insights in the
added value of the application of EO principles to risk identification. It encour-
ages us to finish the work of this dissertation. Especially the final item is very
interesting because at first sight (based on the ontological model) we did not
identify the risks on implementation level. Given our observation that major
risks are in the (multiple) implementation of transactions we are obliged to take
this within the scope of this dissertation.
The observations of this exploratory study are currently not published. We plan
to publish a business article of our approach and results in 2015.
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8.2 Exploratory study - Software as a Service Provider (2015)

Currently we apply the notions of EO for starting up a new assurance engage-
ment with a SaaS provider. The fact that this company sold a part of its service
provisioning that is part of the primary service delivery to their clients makes
this study even more interesting (this fact is not yet processed in this exploratory
study but will be addressed in the near future). In the SaaS model services are
delivered in an indirect model in which the SaaS provider delivers and operates
software services based on standard software to partners. Partners subsequently
deliver these services with their own added value to their end-customers which
is shown schematically in figure 5. The focus of SaaS provider’s SaaS delivery is
on the Microsoft Dynamics application suite.

Fig. 5. SaaS provider delivery model

The SaaS provider is oriented on customers in Europe, United States and
Asia. Offices are located in all three continents and one or more data centers are
used in each of the continents to host the data. The objective of this study is to
explore to what extent EE principles will help to perform a risk assessment as
explained in section 3. Together we (we and the SaaS provider) have performed
the following steps to meet this objective:

1. First, we considered the organisation of the SaaSprovider as a blackbox and
focused on the service provisioning transactions that are identified on the
left-side of the ATD as shown in figure 6. Actors B-CA01 and B-CA02 are
in line with the delivery model of the SaaS provider as shown in figure 5.
The SaaS provider has contractual obligations with B-CA02 but not with B-
CA01. Further, we found out during workshops that next to the SaaS delivery
also Platform as a Services are provisioned (B-CA03). The transactions and
transaction results are given in table 1.

2. Next, we discussed the suppliers (actors and involved transactions) that the
SaaS provider needs for its service provisioning. These are identified on the
right-side of the ATD as shown in figure 6. Actor B-CA04 is the software
license provider, Actor B-CA05 are the hardware suppliers that provide hard-
ware for the housing data centers where the SaaS provider itself is responsible
for the management of hardware. Actor B-CA06 are the suppliers that are
used for the disposal of media. B-CA07 are the data centers that provide the
IT infrastructure and B-CA08 are the suppliers that provide Intrusion De-
tection Systems (IDS). We found out during the workshops that some of the
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supplier actors are fulfilled (implemented) by different parties with different
contractual requirements. DEMO models are implementation independent
and therefore do not give insight in how the transactions are implemented.

3. In figure 7 we created one overview where: 1. transactions with the part-
ners and 2. transactions with suppliers and 3. by which parties these actors
(partners and suppliers) are fulfilled to support our discussion with the SaaS
provider.

4. Next, in figure 8 we identified the transactions of the SaaS provider.

The next steps are:

– Take the transactions as starting point to identify risks with relevant stake-
holders from the SaaS provider.

– As already said before, DEMO models are implementation independent and
therefore only suitable to identify risks on a constructional level of the organi-
sation. However, as we found out in the workshops (refer to item 2 here above)
that contractual obligations can differ per supplier and therefore can have a
different impact on the risk profile which implicitly means that implementa-
tion information is required to perform an adequate risk assessment. It is a
part of this dissertation to find a method to cope with this challenge.

– Next, based on the risks we will explore whether the followed approach is
sufficient to define adequate control objectives and control measures.
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Table 1. Transaction Result Table SaaS provider

Transaction # Transaction Name Transaction result

B-T01 provide SaaS service SaaS service SS is provided
B-T02 provide PaaS service PaaS service PS is provided
B-T03 configure partner partner P is configured
B-T04 pay provided service provided service SS/PS is paid
B-T05 manage IT infrastructure IT infrastructure IF is managed
B-T06 maintain IT hardware (housing) IT hardware IH is maintained
B-T07 dispose hardware IT hardware IH is disposed
B-T08 manage software license software license SL is managed
B-T09 manage incident incident I is managed
B-T10 solve incident incident I is solved
B-T11 change service service SS is changed
B-T12 approve change change C to service SS is approved
B-T13 monitor service provisioning service provisioning SS/PS is monitored
B-T14 provide logical access logical access LA is provided
B-T15 manage logical access logical access LA is managed
B-T17 monitor service availability service availability SA is monitored
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Abstract: The International Organization for Standardization (ISO) has de-
fined Quality Management, but it has not yet adopted standards for developing
Quality Management Systems (QMSs), notably not for modeling business pro-
cesses in this context. Consequently a variety of modeling techniques are in use.
Most of these are not able to produce concise and comprehensive models, whereas
these features are particularly important for QMSs. Moreover, these techniques
appear to be based on the mechanistic paradigm, meaning that they are task
oriented instead of human oriented. Various researches indicate that this leads,
among other things, to alienating employees from their work. DEMO (Design
and Engineering Methodology for Organizations) has both desirable features: it
is human oriented and it produces concise and comprehensive models of busi-
ness processes, because it is based on the systemic notion of enterprise ontology.
This paper reports on the theoretical evaluation of DEMO for the purpose of
developing QMSs, as well as on practical experiences in applying DEMO to it.



21

References

1. ICAI. Auditing and Assurance. ICAI, 2012.
2. Wikipedia. Audit definition, 2014.
3. Jan A P Hoogervorst. Enterprise governance and enterprise engineering. Springer,

2009.
4. Gary Hardy. The Role of the IT Auditor in IT Governance. ISACA, 1:1–2, 2009.
5. GM Weinberg. An introduction to general systems thinking. Dorset House Pub-

lishing Company, 2001.
6. JLG Dietz and JAP Hoogervorst. Enterprise Ontology and Enterprise Architec-

turehow to let them evolve into effective complementary notions. GEAO Journal
of Enterprise Architecture, 2007.

7. Jan L.G. Dietz and Jan a.P. et al. Hoogervorst. The discipline of enterprise engi-
neering. International Journal of Organisational Design and Engineering, 3(1):86,
2013.

8. Wiekram N.B. Tewarie. Model based development of Audit Terms of Reference: a
structured approach to IT auditing. PhD thesis, 2010.

9. International Auditing Board and Assurance Standards. Proposed International
Framework For Assurance Engagements , Proposed ISAE 2000 Assurance En-
gagements On Subject Matters Other Than Historical Financial Information and
Proposed Withdrawal of ISA 120 Framework of International Standards on Auditi.
2003.

10. NEN. NEN ISO 27005, 2008.
11. J L G Dietz. Enterprise Ontology Theory and Methodology. Springer, 2006.
12. AR Hevner and ST March. The information systems research cycle. Computer,

2003.
13. AR Hevner and ST March. Design science in information systems research. Mis

Quarterly, 2004.
14. Salvatore T March and Gerald F Smith. Design and natural science research on

information technology. Elsevier, 15:251–266, 1995.
15. Alan R Hevner. A Three Cycle View of Design Science Research. Scandinavian

Journal of Information Systems, 19(2):87–92, 2007.
16. K Peffers and T Tuunanen. A design science research methodology for information

systems research. . . . information systems, 2007.
17. Joop De Jong. A Method for Enterprise Ontology based Design of Enterprise

Information Systems. PhD thesis, 2013.
18. Steven J.H. Van Kervel. Ontology driven Enterprise Information Systems Engi-

neering. 2012.


